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Information associated with a port security state of a network
device is received. The received information is converted into
an icon that corresponds to the port security state of the
network device. The icon is displayed to a user.

ABSTRACT

17 Claims, 5 Drawing Sheets
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GRAPHICAL REPRESENTATION OF A PORT
SECURITY STATE

TECHNICAL FIELD

The present invention relates broadly to computer net-
works. More specifically, embodiments of the present inven-
tion relate to port security states.

BACKGROUND

The security of computer networks is an increasingly
important issue. With the growth of the Internet, a growing
number of people rely on computer networks to transfer and
store increasingly valuable information. As more people
began using networks in greater frequency, networks have
grown tremendously. Furthermore, with the growth in the size
of networks and the importance of information available on
the networks, there is a corresponding need for greater secu-
rity monitoring. Thus in network environments, it is often
necessary or desirable to collect and display a variety of port
security states associated with one or more network device(s).
Desirable port security states to collect may include informa-
tion associated with port authentication status, port security
status, port access indicator status, port access MAC-based
status, port access web-based status, port priorities, inbound
rate limit maximum percentage, and quality of service. Con-
ventionally, a user has to input long command lines for each
type of port security information (e.g., port authentication
status, port access indicator status, and port access web-based
status) before the requested information is returned in a string
format or in a non-descriptive presentation of true/false or
yes/no. However, not only do port security state information
in these traditional formats generally require intensive read-
ing by the users to formulate the results, these results may also
be displayed in non-standardized formats depending on the
network device firmware revision. To exacerbate the prob-
lem, often conventional displays of port security information
do not provide enough details in an easy to understand format
to make educated decisions in regards to port security set-
tings.

SUMMARY

Information associated with a port security state of a net-
work device is received. The received information is con-
verted into an icon that corresponds to the port security state
of the network device. The icon is displayed to a user.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1A illustrates a block diagram of an exemplary sys-
tem upon which embodiments may be implemented.

FIG. 1B illustrates a block diagram of an exemplary system
upon which embodiments may be implemented.

FIG. 2 illustrates an exemplary interface, upon which
embodiments may be implemented.

FIG. 3 illustrates an exemplary legend upon which
embodiments may be implemented.

FIG. 4A illustrates a block diagram of an exemplary sys-
tem upon which embodiments may be implemented.

FIG. 4B illustrates a block diagram of an exemplary system
upon which embodiments may be implemented.

FIG. 5 illustrates an exemplary flowchart showing a
method of graphically displaying port security states, accord-
ing to an embodiment.
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FIG. 6 illustrates an exemplary computer system in which
graphical displays of port security states may be practiced,
according to an embodiment.

DETAILED DESCRIPTION

Graphical displays of port security states are described.
Reference will now be made in detail to embodiments,
examples of which are illustrated in the accompanying draw-
ings. While the invention will be described in conjunction
with these embodiments, it will be understood that they are
not intended to limit the invention to these embodiments. On
the contrary, the invention is intended to cover alternatives,
modifications and equivalents, which may be included within
the spirit and scope of the invention as defined by the
appended claims. Furthermore, in the following detailed
description of the present invention, numerous specific
details are set forth in order to provide a thorough understand-
ing of the present invention. However, it will be evident to one
of ordinary skill in the art that the present invention may be
practiced without these specific details. In other instances,
well known methods, procedures, components, and circuits
have not been described in detail as not to unnecessarily
obscure aspects of the invention.

In overview, embodiments pertain to graphical displays of
port security states of designated network devices (e.g.,
switches). A port security state is the general security condi-
tion of a port of a designated network device, including, but
not limited to, the security status and the authentication status
of the port. In addition, the graphical display may also com-
municate to a user whether the port is open or closed. If a
display shows an open port, then it means that someone is
logged into the port of the network device. If a display shows
aclosed port, then it means that no one is logged in to the port
of the network device.

In some instances, the present embodiment also includes a
graphic interface that displays one or more port security
state(s) of one or more chosen network device(s) both visu-
ally and with concise text without the input of command lines
from the user. More specifically, the present embodiment
allows the user to select the network device(s) from which
information pertaining to port security state of the chosen
network device(s) will be converted into one or more icon(s)
to be displayed to the user. Furthermore, the present embodi-
ment may allow the user to both easily select immediate
updates on the port security state and to configure the time
interval for updates on the port security state. This means
instead of having to input command lines and interpret
tedious amounts of data, the user can be informed of the
real-time critical status of port security state by selecting the
chosen network device(s).

In the present embodiment, the security status of the port
security state refers to whether the selected port of the
selected device is a secured port, or an insecure port, while
authentication status refers to the status of the security mea-
sure in which verification of the user’s eligibility to access the
network and/or port is required. To illustrate, in some
instances, a matching username and a matching password is
required for authentication. For example, in such instances, if
a user is logged in with a verified user name and a verified
password, then the graphical display of the port security state
of a designated network device would communicate an
authenticated status. The distinction between a secure and an
insecure port is also important because ifa port is not secured,
a user can gain access to the port and consequently all the
facility of the associated network device without verification
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of the user’s eligibility (e.g., matching user name and pass-
word). Thus, the network administrator has to be careful not
to leave the port insecure.

FIGS. 1A and 1B are block diagrams of an exemplary
system 100 upon which embodiments may be implemented.
The system 100 shows the components of an exemplary
graphical port security state display in accordance with the
present embodiment. As depicted in FIGS. 1A and 1B, the
exemplary graphical port security state 100 includes a user
102, aplurality of switches A, B, C,and D (e.g., 106,108,110,
and 112 respectively), all coupled to one another via the
network 104. Although system 100 is shown and described as
having certain numbers and types of elements, the present
embodiment is not so limited; that is, system 100 may include
elements other than those shown, and may include more than
one of the elements that are shown.

As depicted by system 100 of FIGS. 1A and 1B, network
104 is a data communications system that interconnects
devices. The network 104 can be implemented in a wide
variety of ways. For example, network 104 can be imple-
mented as, but is not limited to, a local area network (LAN),
and metropolitan area network (MAN), a wide area network
(WAN), a storage area network, and/or the Internet. In one
embodiment, network 104 is a wireless network.

The user 102 the system 100, depicted by FIGS. 1A and
1B, can be an individual user device, a network manager, an
application program, an enterprise, or a service provider. The
user 102 can issue a request for information (also referred to
as data) associated with the port security state of a network
device, or a group of network devices connected to network
104 (e.g., switches 106, 108, 110, and 112). The user 102 can
also select or designate the network device(s) from which
associated port security state information will be received.
Additionally, the user 102 may also select to update the asso-
ciated port security state information to be converted into one
or more icon(s) to be displayed to user 102.

In reference to FIGS. 1A and 1B, the present embodiment
is described in the context of an example in which all the
network devices of the exemplary network are switches. The
present embodiment is further described in the context of an
example in which the user 102 selects switch B 108 as the
designated network device from which port security state
information will be received. However, this example can be
readily extended to other situations and embodiments. For
example, the user 102 may select switch D 112 as the desig-
nated network device from which port security state informa-
tion will be received. In another example, the user 102 may
select all the network devices depicted in FIGS. 1A and 1B
(e.g., switches A, B, C and D, or switches 106, 108, 110, and
112 respectively). Theuser 102 may also select other network
devices not depicted in FIGS. 1A and 1B from which port
security state information will be received.

In reference now to FIG. 1A, in operation, the user 102
sends a switch selection signal 114 to switch B 108 via the
network 104. The network device switch selection signal 114
is sent to switch B because switch selection signal 114 is a
signal selecting switch B 108 as the designated network
device. In the present embodiment, the switch selection signal
114 is sent by the user 102 with a selection of the mouse
instead of an input of command lines.

Referring now to FIG. 1B, also in operation, switch B 108
returns to the user 102 the security state information signal
116 via the network 104. The security state information signal
116 is a signal containing data associated with the port secu-
rity states of switch B 108. The data of security state infor-
mation signal 116 may include textual information such as,
but not limited to, port access indicator status, port access
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MAC-based status, port access web-based status, port priori-
ties, port access authenticator status, inbound rate limit maxi-
mum percentage, and quality of service. In this example, once
the port security information signal 116 is received by the
user 102, the information is converted by the present embodi-
ment into an interface containing multiple icons that convey
at least a subset of the textual information contained in the
information.

FIG. 2 is a block diagram of an exemplary interface 211
upon which embodiments may be implemented. In this
example, exemplary interface 211 is referred to as the port
settings table 211. As depicted in FIG. 2, the exemplary port
settings table 211 includes a set of icons 212, a set of headers
213, a refresh button 214, a polling button 215, and a close
button 216. Although exemplary interface 211 is shown and
described as having certain numbers and types of elements,
the present embodiment is not so limited; that is exemplary
interface 211 may include elements other than those shown,
and may include more than one of the elements that are
shown. In addition, in another embodiment, exemplary inter-
face 211 does not include all of the numbers and types of
elements shown in FIG. 2.

In reference to the present embodiment depicted by FIG. 2,
the header 213 divides the table into five categories (e.g., port
name, authentication status, security status, quality of ser-
vice, and maximum rate limit percentage). The five categories
each contain information drawn from the data received from
the selected network device (e.g., security state signal 116
from switch B 108 of FIGS. 1A and 1B). Referring back now
to FIG. 2, under the column with the header titled “Port
Name”, the names of the three ports of a selected network
device is given (e.g., Al, A2, and B1). In the present embodi-
ment, each of these three ports have a corresponding authen-
tication status, security status, quality of service, and rate
limit percentage as indicated by header 213.

Still in reference to FIG. 2, in present embodiment, the set
of icons 212 are graphical representations of port security
states of a network device displayed to a user. For example, in
the present embodiment, under the column with the header
titled “Authentication Status” are colors indicating the
authentication status of the corresponding ports. Further,
under the column with the header titled “Security Status” a
shape is used to represent the security status of the corre-
sponding port. In present embodiment, the icons representing
the security status are in the shape of either an open lock or a
close lock. In addition, in the present embodiment, under the
header titled “QoS” other symbols (e.g., cups containing
various amount of liquids) are used to represent the quality of
service of the corresponding ports. Finally, in the present
embodiment, under the header titled “Rate Limit %” yet
another symbol (e.g., a half pie) is used to represent the rate
limit bandwidth of the corresponding ports.

FIG. 3 is a block diagram of an exemplary legend upon
which embodiments may be implemented. In present
embodiment, the exemplary legend is referred to as the Port
Setting Indicator 311. In the present embodiment, Port Set-
tings Indicator 311 is illustrated to a user for clarifying and/or
explaining the icons displayed the user. In one embodiment, a
legend (e.g., Port Setting Indicator 311) is displayed to a user
simultaneously along with a graphical display of port security
states of designated network devices (e.g., Port Settings Table
211 of FIG. 2). In another embodiment, a legend is displayed
to a user either before or after a graphical display of a port
security state of a designated network device. A legend may
contain illustration of one type of icon, or a legend may
contain illustrations of various types and/or numbers of icons.
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Referring back now to FIG. 3, as depicted in FIG. 3, the
exemplary port settings indicator 311 includes a set of icons
312 and a set of headers 313. In the present embodiment, the
set of headers 313 categorizes the icons by authentication
status, security status, quality of service, and rate limit per-
centage. The set of icons 312 illustrates and/or clarifies the
meaning of the icons as they are used in the graphical display
of'the port security state (e.g., Port Settings Table 211 of FIG.
2). Referring back now to FIG. 3, in the present embodiment,
under the header categorizing authentication status, each of
the various colored blocks indicates an authentication status.
For example, in present embodiment, a green color block
indicates that the port is open and authenticated, a yellow
color block indicates that the port is authenticating, a white
block indicates the port is closed and has no login user, a black
color block indicates the port has a failed authentication and
is closed, and a red color block indicates the port is insecure
and poses a security issue.

Still referring to FIG. 3, in the present embodiment, under
the header categorizing security status, icons in the form of
opened and unopened locks indicate security statuses. In this
example, an unopened/closed lock indicates a secured port,
while an open lock indicates an insecure port. In another
embodiment, the icons indicating security status of a port take
form in a shape that is not a lock. Security statuses may also
be represented by different colored icons. In the present
embodiment, under the header categorizing quality of ser-
vice, cups containing various amounts of liquids are used to
represent the quality of service of the corresponding ports. In
this example, a half full cup indicates a low quality of service,
while a full cup indicates a normal quality of service. Under
the header titled “Rate Limit % a half pie is used to represent
the 50% rate limit bandwidth of a corresponding port. Though
specific icons are disclosed in FIG. 3, such specific icons are
exemplary. That is, icons may be in different colors, different
shapes, and/or different symbols from those depicted in FIG.
3.

Referring now to FIGS. 4A and 4B, FIGS. 4A and 4B are
block diagrams of an exemplary system 400 upon which
embodiments may be implemented. The system 400 shows
the components of an exemplary graphical port security state
display in accordance with the present embodiment. Similar
to FIGS. 1A and 1B, as depicted in FIGS. 4A and 4B, the
exemplary graphical port security state 400 includes a user
402, aplurality of switches A, B, C,and D (e.g., 406,408, 410,
and 412 respectively), all coupled to one another via the
network 404. Although system 400 is shown and described as
having certain numbers and types of elements, the present
embodiment is not so limited; that is, system 400 may include
elements other than those shown, and may include more than
one of the elements that are shown.

In reference to FIGS. 4A and 4B, the present embodiment
is described in the context of an example in which all the
network devices of the exemplary network are switches. The
present embodiment is further described in the context of an
example in which the user 102 selects switch B 108 as the
designated network device from which refresh of port secu-
rity state information will be received. However, this example
can be readily extended to other situations and embodiments.
For example, the user 402 may select all the network devices
depicted in FIGS. 4A and 4B (e.g., switches 406, 408, 410,
and 412) from which an update of port security state infor-
mation will be received. The user 102 may also select other
network devices not depicted in FIGS. 4A and 4B from which
port security state information will be received.

In reference now to FIG. 4A, in operation, in one embodi-
ment, the user 402 sends a network device refresh signal 414

10

15

20

25

30

35

40

45

50

55

60

65

6

to a designated network device (e.g., switch B 408) via the
network 404. The network device refresh signal 414 is sent to
switch B because signal 414 is a signal requesting an update
of switch B 408 port security state data. In the present
embodiment, the network device refresh signal 414 is sent by
the user 402 by a selection of the refresh button (e.g., refresh
button 214 of FIG. 2) instead of inputting command lines.
Referring back now to FIG. 4A, the network device refresh
signal 414 may be sent by other methods, such as, but not
limited to, the input of a symbol, the selection of a given
character, a text command, and/or a voice command.

Referring now to FIG. 4B, also in operation, switch B 408
returns to the user 402 the new security state information
signal 416 (also referred to as updated security state informa-
tion signal) via the network 404. The security state informa-
tion signal 416 is a signal containing updated data associated
with the port security states of switch B 408. In this example,
once the updated security state information signal 416 is
received by the user 402, the updated information is converted
by the present embodiment into a refreshed/updated interface
containing multiple icons that convey at least a subset of the
textual information contained in the updated information.

FIG. 5 illustrates a flowchart showing a method 500 of
graphically displaying port security state, according to an
embodiment. In one embodiment, method 500 is imple-
mented by a processing device, such as a computer. Although
specific steps are disclosed in flowchart 500, such steps are
exemplary. That is, various embodiments are well suited to
performing a variety of other additional steps or variations of
the steps recited in flowchart 500. The steps in flowchart 500
may also be performed in an order different than presented. At
block 502 of FIG. 5, the process starts.

At block 504 of FIG. 5, in one embodiment, a network
device selection input from a user is received by a computer.
A user can be an individual user, an individual user device, an
enterprise, a service provider, or an application program.
Also, there can be multiple numbers and/or types of users
simultaneously. In one embodiment, a plurality of network
device selection input requests is received. In another
embodiment, the method 500 does not include receiving a
selection input from a user; instead the present embodiment
displays graphical representations of port security states of all
the network devices of the network without selection by the
user.

At block 506, in one embodiment, data associated with the
port security state of a designated network device is received.
As mentioned previously, data may include textual informa-
tion such as, but not limited to, port access indicator status,
port access MAC-based status, port access web-based status,
port priorities, port access authenticator status, inbound rate
limit maximum percentage, and quality of service.

At block 508, the data received is converted into one or
more icon(s). An icon may take form in a variety of ways, or
in a combination of ways such as, but not limited to, a symbol,
a shape, a color, or a letter.

At block 510, the icon is displayed to a user. Icons may be
displayed to one user, or a multiple number of users. In one
embodiment, the icon is displayed along with other icons. In
another embodiment, icons are displayed as part of a com-
prehensive report of the designated network device. The com-
prehensive report may be a table illustrated by icons, such as
the Port Settings Table 211 of FIG. 2. In another embodiment,
the comprehensive report, which includes the icon, also
includes short text descriptions.

Referring back now to FIG. 5, at block 512, a legend
containing the icon and its description is displayed to the user
(e.g., Port Setting Indicator 311 of FIG. 3).



US 9,178,909 B2

7

In reference now to FIG. 5, at block 514, input from the
user for updating the port security state is received. This input,
in some instances, is a selection of the refresh button (e.g.,
refresh button 214 of FIG. 2).

In reference to FIG. 5, at block 516, input from the user for
configuring a time interval between automatic updating of the
selected port security state is received. This input, in some
instances, is the selection of the polling button (e.g., polling
button 215 of FIG. 2). A user may also configure a time
interval between automatic updates of the port security state
display by another method, such as a voice command, or an
input of a text character. Referring back now to FIG. 5, at
block 518, the process ends.

Thus, by having a method of retrieving one or more port
security state(s) with a selection of the designated network
device(s), a user can receive port security status(es) and port
authentication status(es), without having to input lengthy
command lines. In addition, by receiving standardized output
of port security status and port authentication through the
graphical representation of port security state(s) (e.g., icons,
including colors, symbols, and shapes) a user is able to obtain
aconcise real time view of the port security status and the port
authentication status of one or more designated network
devices. Furthermore, by utilizing an easily understood
graphical scheme to represent a port security state of a net-
work device (e.g., a switch), the need for a user to perform
time consuming interpretations of outputs is reduced.

FIG. 6 illustrates an exemplary computer system 690 upon
which graphical displays of port security states may be prac-
ticed. In general, computer system 690 comprises bus 600 for
communicating information (e.g., data associated with port
security state(s)), processor 601 coupled with bus 600 for
processing information and instructions, random access
(volatile) memory (RAM) 602 coupled with bus 600 for stor-
ing information and instructions for processor 601, read-only
(non-volatile) memory (ROM) 603 coupled with bus 600 for
storing static information and instructions for processor 601,
data storage device 604 such as a magnetic or optical disk and
disk drive coupled with bus 600 for storing information and
instructions, an optional user output device such as display
device 605 coupled to bus 600 for displaying information,
including the graphical displays of port security states to the
computer user. In addition, computer system 690 also com-
prises an optional user input device such as alphanumeric
input device 606 including alphanumeric and function keys
coupled to bus 600 for communicating information and com-
mand selections (e.g., selection of designated network
device(s)) to processor 601, and an optional user input device
such as cursor control device 607 coupled to bus 600 for
communicating user input information and command selec-
tions to processor 601. Furthermore, an optional input/output
(I/O) device 108 is used to couple computer system 690 onto,
for example, a network.

Display device 605, which may be used for graphical dis-
plays of port security states, is utilized with computer system
690. Display device 605 may be a liquid crystal device, cath-
ode ray tube, or other display device suitable for creating
graphic images and alphanumeric characters recognizable to
the user. Cursor control device 607 allows the computer user
to dynamically signal the two-dimensional movement of a
visible symbol (pointer) on a display screen of display device
605. Many implementations of the cursor control device are
known in the art including a trackball, mouse, joystick or
special keys on alphanumeric input device 606 capable of
signaling movement of a given direction or manner of dis-
placement. It is to be appreciated that the cursor control 607
also may be directed and/or activated via input from the
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keyboard using special keys and key sequence commands.
Alternatively, the cursor may be directed and/or activated via
input from a number of specially adapted cursor directing
devices.

In the foregoing specification, embodiments have been
described with reference to numerous specific details that
may vary from implementation to implementation. Thus, the
sole and exclusive indicator of what is, and is intended by the
applicants to be the invention is the set of claims that issue
from this application, in the specific form in which such
claims issue, including any subsequent correction. Hence, no
limitation, element, property, feature, advantage or attribute
that is not expressly recited in a claim should limit the scope
of'such claim in any way. The specification and drawings are,
accordingly, to be regarded in an illustrative rather than a
restrictive sense.

What is claimed is:

1. A method for graphically displaying, on a first network
device, a port security state of a second network device, said
method comprising:

receiving, at the first network device, data associated with

said port security state of said second network device,
wherein said data comprises textual information indicat-
ing an authentication status and a security status ofa port
of the second network device;

converting, by the first network device, said textual infor-

mation into icons corresponding to the authentication
status and security status of the port of said second
network device;

displaying the icons on the first network device;

periodically updating, by the first network device, the

authentication status and the security status of the port of
the second network device;

displaying updated icons on the first network device cor-

responding to the updated authentication status and the
security status of the port of the second network device;
and

receiving an input, by the first network device, to configure

atime interval for updating the authentication status and
the security status of the port of the second network
device.

2. The method as recited in claim 1, further comprising
receiving an input selecting said second network device.

3. The method as recited in claim 1, further comprising
displaying a report for said second network device, wherein
said report comprises said icons and a subset of information
contained in said data.

4. The method as recited in claim 1, further comprising
displaying a legend containing said icons.

5. The method as recited in claim 1, further comprising:
displaying an icon corresponding to a quality of service asso-
ciated with said second network device.

6. The method as recited in claim 1, further comprising:
displaying an icon corresponding to a rate limit bandwidth
associated with said second network device.

7. The method as recited in claim 1, wherein said icons are
represented with a color to indicate said port security state of
said second network device.

8. The method as recited in claim 1, wherein said icons are
represented by a graphic shape to indicate said port security
state of said second network device.

9. A non-transitory computer readable medium of a first
network device storing instructions that when executed by a
processor cause the processor to:

receive data associated with a port security state of a sec-

ond network device, wherein the data comprises textual
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information indicating an authentication status and a
security status of a port of the second network device;
convert the textual information into icons corresponding to
the authentication status and security status of the port of
the second network device;
display the icons on the first network device;
periodically update the authentication status and the secu-
rity status of the port of the second network device;
display updated icons on the first network device corre-
sponding to the updated authentication status and the
security status of the port of the second network device;
and
receive an input to configure a time interval to update the
authentication status and the security status of the port of
the second network device.
10. The non-transitory computer readable medium of claim
9, wherein the instructions are further to cause the processor
to: receive an input selecting the second network device.
11. The non-transitory computer readable medium of claim
9, wherein the instructions are further to cause the processor
to: display a report of the second network device, wherein the
report comprises the icons and a subset of information con-
tained in the data.
12. The non-transitory computer readable medium of claim
9, wherein the instructions are further to cause the processor
to: display an icon corresponding to a quality of service
associated with the second network device.
13. The non-transitory computer readable medium of claim
9, wherein the instructions are further to cause the processor
to: display an icon corresponding to a rate limit bandwidth
associated with the second network device.
14. The non-transitory computer readable medium of claim
9, wherein one of the icons is represented by a graphic shape
to indicate the port security state of the second network
device.
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15. A device comprising:

a processor; and

a non-transitory computer readable medium storing

instructions that when executed by the processor cause

the processor to:

receive data associated with a port security state of a
second network device, wherein the data comprises
textual information indicating an authentication sta-
tus and a security status of a port of the second net-
work device,

convert the textual information into icons corresponding
to the authentication status and security status of the
port of the second network device,

display the icons on the first network device,

periodically update the authentication status and the
security status of the port of the second network
device,

display updated icons corresponding to the updated
authentication status and the security status of the port
of the second network device, and

receive an input to configure a time interval to update the
authentication status and the security status of the port
of the second network device.

16. The device of claim 15, wherein the instructions are
further to cause the processor to: display an icon correspond-
ing to a quality of service associated with the second network
device.

17. The device of claim 15, wherein the instructions are
further to cause the processor to: display an icon correspond-
ing to a rate limit bandwidth associated with the second
network device.



